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POLICY ON E SAFETY (For Parents)

Introduced: December 2015 Revised: March 2023

Previous review : September, 2022 Next Review : March 2025

Implemented by: Principal

DEFINITION:

The Online Safety Policy provides an insight into the overall safety norms when technology is used
in the different domains of the school. This policy is designed to demonstrate and implement good
and safe digital practices for parents.

Scope

The School is committed to promoting and safeguarding the welfare of parents. This policy applies
to parents community of the school who will have access to and are users of school digital systems,
on campus and/or remotely. The policy and procedures are effectively communicated to the school
community. The school will deal with any incident referred to in this policy and associated behavior
in conjunction with the other relevant safeguarding policies of the school.

Aims of the E-Safety Policy:
e To protect and educate the whole school community from illegal, inappropriate and harmful
content or contact in their use of technology.

e To inform parents about their role in safeguarding and protecting school community.

e To educate the parents and visitors about their access to and use of technology. To establish
effective and clear mechanisms to identify, intervene, escalate incidents, and monitor cases
where appropriate.

e To put policies and procedures in place to help prevent incidents of cyber-bullying within the
school community.

Purpose:
Dunes International School recognises that ICT and the internet are fantastic tools for learning
and communication that can be used in school to enhance the curriculum, challenge students,
and support creativity and independence. Using ICT to interact socially and share ideas can
benefit everyone in the school community, but it is important that the use of the internet and
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ICT is seen as a responsibility and that parents use it appropriately and practice good e-safety.
It is important that parents are aware of the dangers of using the internet and how they should
conduct themselves online.

E-Safety policy covers the internet but it also covers mobile phones and other electronic
communications technologies.

We know that some adults and young people will use these technologies to harm children. The
harm might range from sending hurtful or abusive texts and emails, to enticing children to
engage in sexually harmful conversations or actions online, webcam filming, photography or
face-to-face meetings. It is important that there is a balance between controlling access to the
internet and technology and allowing freedom to explore and use these tools to their full
potential.

This policy aims to be an aid in regulating ICT activity in school, and provide a good
understanding of appropriate ICT use that members of the school community can use as a
reference for their conduct online outside of school hours. E-safety is a whole-school issue and
responsibility.

Making use of ICT and Internet in School:

Internet refers to the Worldwide Web. Electronic Devices refer to any computer, notebook tablet
or other mobile device which can link through Wi-Fi or internet cable to the internet.

PURPOSE:

e The purpose of this policy is to set forth policies and guidelines for access to the school
computer system and acceptable and safe use of technology resources and the Internet.

e To ensure the appropriate use of information and communication technologies to support
effective teaching and learning in the school by protecting students from exposure to
harmful materials, communications, and conduct on the Internet through usage of a
reliable system for filtering the Worldwide Web sites, and to inform the school’s principal
and teachers when students access or use inappropriate materials on the Internet, and
prevent students from accessing immoral sites and other inappropriate sites.

e To prevent unlicensed persons from having access to the school details.
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Responsible use of ICT and internet:
e Do not share your password with anyone.

e Log out of your account and devices after use.

e Do not share any personal information or other people’s (home address, phone number
etc.)

e be wary of emails that ask you for any personal information.

e copy/ upload / publish / distribute materials that are appropriate.

e take images or video of other pupils, friends or staff only with their full knowledge and
permission.

e do not copy / upload / publish / distribute images or videos of others without their
permission.

e do not copy materials, music, videos or pictures from the internet and use them in your
own work unless they are copyright free.

e remember that anything you do can be traced back including your browsing history and
content that you may copy / upload / publish or distribute.

e Wi-Fiis provided in designated areas of the school where the password is shared only
with staff.

e The school uses licensed antivirus and office software.

e The data is examined with the content security regarding their integrity. Content filtering
technique is used to prevent or block users from viewing inappropriate or objectionable
website.

e Periodic checks are done for all the computers to check appropriate use of each
computer.

e In case students misusing the internet, warning letter will be issued to the students.

e You must understand that if you are irresponsible in your use of ICT, You may lose your
access to it.

Managing information systems

The school is responsible for reviewing and managing the security of the computers and internet
networks as a whole and takes the protection of school data and personal protection of our
school community very seriously. This means protecting the school network, as far as is
practicably possible, against viruses, hackers and other external security threats. The security
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of the school information systems and users will be reviewed regularly by the IT technicians/ICT
coordinator/network manager and virus protection software will be updated regularly.

e ensuring that all personal data sent over the internet or taken off site is encrypted

e making sure that unapproved software is not downloaded to any school computers.
Alerts will be set up to warn users of this

e files held on the school network will be regularly checked for viruses

e the use of user logins and passwords to access the school network will be enforced

e portable media containing school data or programmes will not be taken off-site
without specific permission from a member of the senior leadership team.

Emails
Parents should be aware that school email accounts should only be used for school-related
matters, i.e. to communicate the concerns with teachers, administrative personal, SMT
members, Principal or other members of staff or professionals for work purposes. This is

important for confidentiality. The school has the right to monitor emails and their contents but
will only do so if it feels there is reason to.

USE OF SYSTEM IS A PRIVILEGE, NOT A RIGHT

The use of the school computer system and access to use of the Internet is a privilege, not
a right. Depending on the nature and degree of the violation and the number of previous
violations, unacceptable use of the school system or the Internet may result in one or
more of the following consequences: suspension or cancellation of use or access
privileges; payments for damages and repairs; discipline under other appropriate school
policies, including suspension, expulsion, exclusion or termination of employment; or civil
or criminal liability under other applicable laws.

UNACCEPTABLE USES OF SCHOOL INTERNET:

A. The following uses of the school computer system and Internet are considered unacceptable:
Users will not use the school system to
e access, review, upload, download, store, print, post, receive, transmit or distribute:
e pornographic, obscene or sexually explicit material or other visual depictions that are
harmful to minors;

e obscene, abusive, profane, lewd, vulgar, rude, inflammatory, threatening, disrespectful, or
sexually explicit language;
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e materials that use language or images that are inappropriate in the education setting or
disruptive to the educational process;

e information or materials that could cause damage or danger of disruption to the educational
process;

e materials that use language or images that advocate violence or discrimination toward other
people (hate literature) or that may constitute harassment or discrimination.

e knowingly or recklessly post, transmit or distribute false or defamatory information about a person or
organization, or to harass another person, or to engage in personal attacks, including prejudicial or
discriminatory attacks.

e to engage in any illegal act or violate any local, state or federal statute or law.

e to vandalize, damage or disable the property of another person or organization, will not make
deliberate attempts to degrade or disrupt equipment, software or system performance by spreading
computer viruses or by any other means, will not tamper with, modify or change the school system
software, hardware or wiring or take any action to violate the school security system, and will not use
the school system in such a way as to disrupt the use of the system by other users.

e to gain unauthorized access to information resources or to access another person’s materials,
information or files without the implied or direct permission of that person.

® to post private information about another person or to post, transmit or distribute personal contact
information about themselves or other persons, or other personally identifiable information,
including, but not limited to, addresses, telephone numbers, school addresses, work addresses,
identification numbers, account numbers, access codes or passwords, labeled photographs or other
information that would make the individual’s identity easily traceable, and will not repost a message
that was sent to the user privately without permission of the person who sent the message.

e to violate copyright laws or usage licensing agreements, or otherwise to use another person’s
property without the person’s prior approval or proper citation, including the downloading or
exchanging of pirated software or copying software to or from any school computer, and will not
plagiarize works they find on the Internet.

e for conducting business, for unauthorized commercial purposes or for financial gain unrelated to the
mission of the school. Users will not use the school system to offer or provide goods or services or for
product advertisement. Users will not use the school system to purchase goods or services for
personal use.

B. If a user inadvertently accesses unacceptable materials or an unacceptable Internet site, the
user shall immediately disclose the inadvertent access to an appropriate school official. This
disclosure may serve as a defense against an allegation that the user has intentionally violated

this policy.
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C. Users must keep all account information and passwords on file with the designated school
official. Users will not attempt to gain unauthorized access to the school system or any other
system through the school system, attempt to log in through another person’s account, or use
computer accounts, access codes or network identification other than those assigned to the user.
Messages and records on the school system may not be encrypted without the permission of
appropriate school authorities.

Published content and the school website
The school website is viewed as a useful tool for communicating our school ethos and practice
to the wider community. It is also a valuable resource for parents, students, and staff for
keeping up-to-date with school news and events, celebrating whole-school achievements and
personal achievements, and promoting school projects.

The website is in the public domain, and can be viewed by anybody online. Any information
published on the website will be carefully considered in terms of safety for the school
community, copyrights and privacy policies. No personal information on staff or pupils will be
published, and details for contacting the school will be for the school office only. For
information on the school policy on children’s photographs on the school website please
refer to section 7.2 of this policy.

Policy and guidance of safe use of children’s photographs and work

Colour photographs and students work bring our school to life, showcase our student’s talents,
and add interest to publications both online and in print that represent the school. However,
the school acknowledges the importance of having safety precautions in place to prevent the
misuse of such material.

Images of pupils and staff will not be displayed in public, either in print or online, without
consent. On admission to the school parents/gaurdians will be asked to sign a photography
consent form. The school does this so as to prevent repeatedly asking parents for consent over
the school vyear, which is time-consuming for both parents and the school. The terms of use of
photographs never change, and so consenting to the use of photographs of your child over a
period of time rather than a one-off incident does not affect what you are consenting to.

The school will ensure that

e Electronic and paper images will be stored securely.
¢ Names of stored photographic files will not identify the child.
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e Images will be carefully chosen to ensure that they do not pose a risk of misuse. This
includes ensuring that pupils are appropriately dressed. Photographs of activities
which may pose a greater risk of potential misuse (for example, swimming activities),
will focus more on the sport than the pupils (ie a student in a swimming pool, rather
than standing by the side in a swimsuit).

e For public documents, including in newspapers, full names will not be published
alongside images of the child. Groups may be referred to collectively by year group or
form name.

e Events recorded by family members of the students such as school plays or sports days
must be used for personal use only.

e Pupils are encouraged to tell a member staff if they are concerned or
uncomfortable with any photographs that are taken of them or they are being
asked to participate in.

e Any photographers that are commissioned by the school will be fully briefed on
appropriatenessin terms of content and behaviour, will wear identification at all times,
and will not have unsupervised access to the pupils. For more information on
safeguarding in school please refer to our school child protection and safeguarding
policy.

Complaints of misuse of photographs or video

Parents should follow standard school complaints procedure if they have a concern or complaint
regarding the misuse of school photographs. Please refer to our complaints policy for more
information on the steps to take when making a complaint. Any issues or sanctions will be dealt
with in line with the schools child protection and safeguarding policy and behaviour policy.

Mobile phone or personal device misuse

e Parentsto discourage students from carrying mobile to school. Guidance and monitoring
in this regarding will be highly appreciated.

e Personal mobile phones should be switched off or on ‘silent’ during meeting with
Principal or any school officials and during school official meetings/events.

e Any breach of school policy may result in disciplinary action against that member of
staff. More information on this can be found in the child protection and
safeguarding policy, or in the staff contract of employment.

e The school will not tolerate cyberbullying against either pupils or staff. Sending
inappropriate, suggestive or abusive messages is forbidden and anyone who is found
to have sent a message of such content will be disciplined. For more information on the
school’s disciplinary sanctions read the school behaviour policy.

e The school will not take responsibility for personal devices that have been lost,
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stolen, or damaged in school premise.

Managing emerging technologies

Technology is progressing rapidly and new technologies are emerging all the time. The school
will risk-assess any new technologies before they are allowed in school, and will consider any
educational benefits that they might have. The school keeps up-to-date with new technologies
and is prepared to quickly develop appropriate strategies for dealing with new technological
developments.

A. WHATSAPP USAGE:
Class group chat:

e The class teacher will be the admin of the group.

e Itis used for school and school related matters; not community posts.

e Messages are not sent after 7pm or before 6am.

e |ssues or questions that apply to a single child only are sent via direct message to their parent.

e No need to respond to all messages posted on the group, especially if it’s a ‘thumbs-up’ or ‘smiley
face’, only if specific information is requested.

e The group should never be used as a platform to air views/grievances regarding a teacher,
child or parent in the class or school.

e The group is not a political platform for airing opinions on current affairs.

e The group should not be used for private conversations with anyone else using the group.

e The class teacher reserves the right to remove any member from the group on the basis of
rude or unacceptable behavior.

Responsible use of group chats by parents:

e These groups are intended as a convenient way to distribute important school
information to parents quickly and efficiently and for parents to communicate easily with
each other regarding class matters, e.g. homework.

e The group should never be used as a platform to air views/grievances regarding a teacher,
child or parent in the class or school.

e Parents to refrain themselves from sending or expecting a reply to whatspp message from
teacher during school hours.

e The group is not a political platform for airing opinions on current affairs.

e The group should not be used for private conversations with anyone else using the group.
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e The school has a Complaints Policy in place, kindly avoid broadcasting grievances on group
chats

e Be sensitive towards the teachers’ personal time. Do not message after 7:00 pm or before
6:00 am.

e Parents, please keep an eye on children’s WhatsApp groups. These are wide open to
cyberbullying and young children have not yet developed the tools to handle this. If you
pay the cell phone bill, then you have every right to monitor their online presence.

e The school has a clear communication channel (outlined above) and no
complaints/grievances may be communicated via the class group-chat.

e Breaches of this code of conduct will be taken seriously by the school and, in the event of
illegal, defamatory, or discriminatory content, breaches could lead to prosecution.

B. PARENTAL USE OF SOCIAL MEDIA:
Appropriate use of social networking sites by parents

e The school recognises that many parents and other family members will have personal socia
| networking accounts which they might use to discuss/share views about school issues with
friends and acquaintances.

e However, it is not the way to raise concerns or complaints as the school will not respond to i
ssues raised on a social networking site. If there are serious allegations being made /
concerns being raised.

e Social media or internet sites should not be used to name individuals and make abusive com
ments. Please contact the school to discuss any concerns you may have.

Inappropriate use of social networking sites by parents

e Although social networking sites may appear to be the quickest and easiest way to expres
s frustrations or concerns about the school and those associated with it, it is rarely approp
riate to do so. Other channels such as a private and confidential discussion with Supervi
sors, the Principal or member of the Governing  Body, or using the school’s formal com
plaints process are much better suited to this. The School considers the following exam
ples to be inappropriate uses of social networking sites. (This list is non-
exhaustive and intended to provide examples only):

e Naming children or posting any undesired comments about children who attend Dunes
International School;

Making allegations about staff or anyone else connected with the school;

Making any posts that could be deemed to be cyber-bullying;
Making complaints about the school or staff at the social media sites
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Making defamatory statements about the school or staff at the school;

Posting negative or offensive comments about staff or any other individual connected to
the school;
Posting racist comments;

Posting comments which threaten violence;
Posting comments or engaging in online discussions with children other than their own.

Responsibility of parents:

e Parents to promote safe practice when using Technology and to support the School in
promoting good E-Safety practice and implementation of this policy and report any
relevant concerns immediately.

e To ensure that their ward understands how to stay safe when using Technology is crucial.

e To ensure that their ward understand the need to use the internet/ personal devices/
mobile devices in an appropriate way.

e |tis expected that parents/carers explain to their children what is acceptable to
post online.

e Parents/carers are also expected to monitor their children’s online activity, including
inrelation to their use of social media. Please note that most social networking sites requir
e the user to be at least 14 years old.

Procedure the school will follow if inappropriate use continues
The school will always try to deal with concerns raised by parents in a professional and appropriat
e manner and understands that parents may not always realise when they have used social netw
orking sites inappropriately. Therefore, as a first step the school will usually discuss the matter wi
th the parent to try to resolve it and to ask that the relevant information be removed from the so
cial networking site in question. If the parent refuses to do this and continues to use social ne
tworking sites in a manner the school considers inappropriate, the school will consider takin
g the following action:
e Take legal advice and/or legal action where the information posted is defamatory in any
way or if the circumstances warrant this;
e Set out the school’s concerns to the parent in writing, giving a warning and requesting tha
t the material in question is removed;
e Contact the police where the school feels it appropriate — for example, if it considers a cri
me (such as harassment) has been committed or in cases where the posting has a raci
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al element, is considered to be grossly obscene, grossly offensive or is threatening viole
nce;

e If the inappropriate comments have been made on a school website or online forum, the
school may take action to block or restrict that individual’s access to that website or foru
m;

e Contact the host/provider of the social networking site to complain about the content of
the site and ask for removal of the information;

e Take other legal action against the individual following appropriate advice.

Protecting personal data

Dunes International School believes that protecting the privacy of our staff and pupils and
regulating their safety through data management, control and evaluation is vital to whole-
school and individual progress. The school collects personal data from pupils, parents, and staff
and processes it in order to support teaching and learning, monitor and report on pupil and
teacher progress, and strengthen our pastoral provision.

We take responsibility for ensuring that any data that we collect and process is used correctly
and only as is necessary, and the school will keep parents fully informed of the how data is
collected, what is collected, and how it is used. National curriculum results, attendance and
registration records, special educational needs data, and any relevant medical information are
examples of the type of data that the school needs. Through effective data management we
can monitor a range of school provisions and evaluate the wellbeing and academic progression
of our school body to ensure that we are doing all we can to support both staff and students.

The school will:

e ensure that data is fairly and lawfully processed

e process data only for limited purposes

e ensure that all data processed is adequate, relevant and not excessive

e ensure that data processed is accurate

¢ not keep data longer than is necessary

e process the data in accordance with the data subject's rights

e ensure that data is secure

e ensure that data is not transferred to other countries without adequate protection.

There may be circumstances where the school is required either by law or in the best interests
of our students or staff to pass information onto external authorities; for example, our local
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authority, ADEK, or the Department of Health. These authorities are up-to-date with data
protection law and have their own policies relating to the protection of any data that they
receive or collect.

Assessing Risks
The school will take all reasonable precautions to prevent access to inappropriate material.
However, due to the international scale and linked Internet content, it is not possible to
guarantee that unsuitable material will never appear on a school computer. The school will
audit ICT use to establish if the e-safety policy is adequate and that the implementation of the
e-safety policy is appropriate.

Reporting and Responding to Misuse of Technology:

e Any allegation about the misuse of ICT will be dealt with in a prompt, fair and sensitive manner. The
key priority must be to ensure the safety and well-being of children at all times.

o The school will deal with any incidents on an individual case by case basis, using a set of sanctions that
are proportionate to any behaviours demonstrated.

e The school will take into account: ¢ The context ® The intention ® The impact of any incident before
determining the response and actions to be taken

e The school will allow a degree of flexibility in the application of actions e.g. a series of low level
incidents would likely to be treated differentially from persistent and more serious incidents.

e Every attempt will be made to protect and support members of the school community.

e Statements will only be given by the school Principal.

Principal’s Approval

Revised: March 2023
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